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MWHUCTEPCTBO OEPA30BAHUA N HAYKU POCCUACKOW ®EQEPALIUA

DENAPTAMEHT FrOCYOAPCTBEHHOM NONMUTUKUN B COEPE
OBLUEIro OBPA30OBAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANMPABJIEHUA UH®OPMALIMUA

[enapTameHT rocyaapcTBeHHOW nonuTMkn B cdepe obwero obpasoBaHus MwuHobGpHaykm Poccuu
HanpaBnseT Ana ceefdeHus paspaboTaHHble BpemeHHon komuccmen CoseTa ®Pegepauum no  pasBUTUIO
NMHOPMALMOHHOrO obLlecTBa MeToAMYecKne pekoMeHAauum o pasMelleHMM Ha MHQOpPMauMOHHLIX CTeHAdax,
omumanbHbIX MHTEPHET-canTax U Apyrmx MHPOPMaLMOHHbIX pecypcax obLieobpasoBaTernbHbIX OpraHnsauuni u
OpraHoB, OCYLLECTBMSALWMX ynpasneHne B cdepe obpasoBaHusi, uHdopmaumm o GesonacHOM noBegeHUun u
ncnonb3oBaHum cetu "MIHTepHeT".

OvpekTop [enaptameHTa
A.E.TIETPOB

MpunoxeHve

METOAMYECKME PEKOMEHOALIUN
O PASMELWLEHUN HA UH®OPMALIMOHHbIX CTEHAOAX, OPULINATIBHbIX
UHTEPHET-CAUTAX U APYTMX NHO®OPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30BATEJbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBNAKOLWWMX
YNPABINEHUE B C®OEPE OBPA30BAHUA, UHOOPMALIUXA O BE3OMNACHOM
NOBEAEHWM N NCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamyn u uneHamm BpemeHHon komuccum Coseta Pefepaummn no pasBUTUMIO MHEPOPMALIMOHHOIO
obuecTBa B paMkax BbINOMHEHNS peKoMeHAauun napnameHTCKuX cnywaHuni "AkTyanbHble BONpoCckl obecneyeHns
©e30nacHOCTU 1 pa3BUTUsS AeTen B MHPOPMALMOHHOM NpocTpaHcTBe", koTopble npownun B CoBete Pepepaumm 17
anpena 2017 r., 6binn paspaboTaHbl MeToOUYECKME peKkoMeHAauuMM O pasmelleHMM Ha WMHMOPMaLMOHHbIX
cTeHAax, oduumanbHbIX WHTEPHeT-calTax W ApYyrux WHMOPMAaLUMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
opraHv3aumi 1 opraHoB, OCYLLECTBASIOWMX ynpasneHue B cdepe obpasoBaHus, nHdopmaumm o 6esonacHom
noBefieHMM 1 ucnonb3oBaHun cetn "HTepHeT" (Qanee - MeToanyeckue pekoMmeHaaumm).

MeToguyeckne pekomMeHOauMnm HanpaBlieHbl Ha KayeCTBEHHOE MOBLIWEHNE YPOBHS MHM(OPMAaLVNOHHOM
aeatenbHocTM 06Leobpa3oBaTernbHbIX OpraHvM3auMii 1 OpraHoB, OCYLLECTBMSANWMX YynpaBneHne B cdepe
06pas3oBaHMs, B 4acTM WHOPMUPOBAHUSI Y4yalUMXCsl, WX poauTenen (3akoHHbIX npeacTaBuTenen) u
negarornyecknx paboTHMKoB 06 OCHOBHbIX acrnekTax MHPOpPMaLMOHHON 6e30MacHOCTH.

MeToanyeckue pekomeHdauun Mno3BonAT  obuweobpasoBaTenbHbiIM  OpraHM3auusim U opraHam,
OCYLLECTBMSAOWMM ynpaBneHne B cdepe obpas3oBaHusi, akTyanmsamMpoBaTb YXKe UCMOoNb3yeMble U pa3MeLLEHHbIE
MHOPMALMOHHBIE MaTepuarbl, Tak U MOArOTOBUTL MX B Clyvae MX OTCYTCTBUS C YY4ETOM JydlIMX MPaKTUK U
pekomMeHaauunn.

B pamkax MeToguyecknx pekoMeHaaumi paccMaTpuBatoTCs cnegylowmne NHCTPYMEHTDI:

1. NHpOPMAaLMOHHbIE CTEHADI;

2. otbmumanbHble MHTEPHET-PECYPCI;
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3. cpeacTBa MaccoBoW MHopMaLmy (LLUKOMbHbIE raseTobl, Nnegarornyeckne usgadusa u apyrue).
UHcpopmaumnoHHbIe cTeHAbI

Ha wvHgopmMaunoHHbIX cTeHgax B o06LleobOpa3oBaTeslbHbIX OpraHM3auusX, PacrofioXXeHHbIX B dole
yypexgeHun n B kabuHeTax, OCHaLLEHHbIX MepcoHarbHbIMU YCTPOMCTBAMM ANiS Bbixoga B ceTb "MHTepHeT",
peKoMeHayeTCs pasMecTUTb WMH(OPMALMOHHbIE MaMATKM, COAEpXaliue OCHOBHblE COBETbI MO obecneyeHuto
WMHpOpMaLMOHHONM 6Ee30NacHOCTU yYaLLMXCS.

B npunoxenun N 1 kK MeTogMyecknum pekoMmeHgaumam npeacrtasneH obpasel namaTkyM ons pasMeLleHuns Ha
MHAOPMALIMOHHBIX CTEHOAX.

CpencTtBa MaccoBou MHcpopmaumm

B cpenctBax MaccoBol MHGOPMaLUM, OPUEHTUPOBAHHbLIX Ha OBYyYaloWMXCsl, PEKOMEHOYETCS B Te4yeHue
y4eGHOro roga perynspHo ny6nukoBaTb MHOPMALMOHHbIE MaTepuarnbl, MOCBSILLEHHbIE OTAENbHLIM acnekTam
MHpopMaLMoHHOM 6e30MacHOCTH, a Takke pasfnyHble NamsATKM 06LLEro xapakrepa.

B cpeactBax MaccoBoi MHGOPMaLUKA, OPWEHTUPOBAHHLIX Ha MNedarorMyeckylo  0BLLECTBEHHOCTb,
pekoMeHOyeTcs B TedyeHMe KaneHdapHoro rofda perynspHo nybnukoBaTb WHGOPMAaLUMOHHbIE MaTepuansi,
NOCBSILLEHHbIE OTAENbHbIM acnektaM WMHMOPMAaLMOHHON GEe30NacHOCTU Kak HEeCOBEpLUEHHONMETHUX, Tak W
obleobpa3oBaTenbHbIX OpraHu3auuii, a Takke pasnuuyHble namMATkM, 0630pbl  HOPMATUBHO-NPaABOBOIO
perynMpoBaHvs aHHoM cdepbl U MHPOPMAaLMIO O aKTyarnbHbIX MEPONPUATUAX U COBLITUSX B AaHHON cdepe.

B xope npoeegeHuss EamHoro ypoka no 6esonacHoctn B cetn "VIHTepHeT" pekomeHpyeTcsa obecneunTtb
BbIMYCK TEMaTM4ecKoro BbiMycka cCpeacTBa MaccoBOW MHGoOpMauunm nnbo cepun nybnukauwmn, cpeam KOTOpbIX
paccMOTpEeTb OpraHU3oBaHHbIE MepPOnPUATUSA AN 0ByyarLwmuxcs, X poauTenen (3akoHHbIX NpeacTaBuTenen) u
negarornyeckomn obLLEecTBEHHOCTU.

OdmumanbHble UHTepHET-pecypcebl
O6uweobpasoBaTernbHbIM OpraHM3aumsaM pekomeHayeTCcsi Ha cBoux odwmumanbHbix WHTepHeT-pecypcax

obecneunTb (YHKLUMOHMPOBaHWE CaMOCTOSITENBHOIO W cheunanuavMpoBaHHoro pasgena "MHdopMauvoHHas
Ge3onacHOCTL", B pamMkax KOTOPOro NpeaycMoTpeTb pa3MelleHne creayroLwein nHpopmMaumu:

N Paspen/nogpasgen | ®opmaT npeacraBneHust CopepxaHune matepumarnon
mMaTepuanos
1. |NokanbHble Konunn fokymMeHTOB B PasmeLllatoTca konum AOKYMEHTOB, T.€.

HOpMaTUBHbIE aKkTbl B | popmaTe *PDF CKaHMPOBAaHHbIN BapuaHT JOKYMEHTa,
cdepe obecneyeHns COOTBETCTBYOLLUIA TpeOOBaHUAM K
VMHOPMaLMOHHOW napamMeTpam CKaHMpPOBaHMS.
Ge3onacHocTn PasmeLyatoTcs JOKYMEHT,
obyyvatoLmxcs pernaMmeHTUpyoLwmne opraHm3aumio m

paboTy ¢ nepcoHanbHbLIMW AaHHBIMU,
nnaHbl MepoNpuATUIA No obecneveHunio
WHOopMaLMOHHOW Be3onacHoCTH
obyyvarowmxcsa n gpyrue.

2. |HopmaTtuBHoe Konnu gokymeHTOB B My6nukytoTca akTyanbHble CBEAEHMUS O
perynvpoBaHue dopmate *PDF deaeparnbHbIX U perMoHarnbHbIX 3aKOHax,
nMcbMax OpraHoB BriacTu 1 gpyrue
HOPMAaTUBHO-NPAaBOBbIE JOKYMEHTHI,
pernameHTupyone obecneveHne
WHOopMaLMOHHOW Be3onacHoCTH
HecoBepLUeHHoneTHUX. [lonyckaeTcs
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BMECTO KOMUI pasMelLaTtb rmnepcchbiniki Ha
COOTBETCTBYIOLLME AOKYMEHTbI HA canTax
OpraHoB rocyapCTBEHHOM BNacTu.

3. lNeparornyecknm TekcT Ha cTpaHuue Pasmellatotcs metoanyeckue
paboTHUKaMm canTa pekoMeHJaummn 1 yKa3biBaeTcs
Konnn gokymeHTOB B WMHopMaLNA O MEPONPUATUSIX, MPOEKTax
¢opmate *PDF W NnporpamMmmax, HanpasneHHbIX Ha

nosblILLeHne NHPOPMaLMOHHON
rPpamMmoTHOCTU nefarorn4ecknx paﬁoTHI/IKOB.

4. | Oby4varowmmcs TekcT Ha cTpaHuue PasmelyaeTtcs nHdopmaumnoHHas namsaTtka
canTa (mpunoxenue N 2) n ykasbiBaeTcs
WH(OPMaLNS O MEPONPUSATUSAX, NPOEKTax
1 MporpaMmax, HanpaBfeHHbIX Ha
noBblILLIeHNe NHPOPMaLMOHHON
rpamMoTHOCTU 0By4vatoLLMXCA.

5. Poautensam (3akoHHbIM | TEKCT Ha cTpaHuLue PasmellaeTca MHopMaLUMoHHasa namsaTka
npeacTaBUTENAM) cavita (npunoxeHue N 3).
obyvaroLmxcs

6. |[Hetckune BesonacHble | TekCT Ha cTpaHuue Pasmewaetcsa nHdopmaums o
canTbl canTa peKkoMeHayeMbIX K UICNONb30BaHMIO B

y4eBGHOM npouecce 6e3onacHbix canTax,
OaHHepbl 6e30nacHbIX 4ETCKUX CalTOB.

OpraHam, OCyLLECTBNALWNM yrpaBrneHne B coepe obpasoBaHus, pekoOMeHAYeTCst Ha CBOMX odouumnanbHbIX
MHTepHeT-pecypcax ob6ecneuntb YHKLUMOHMPOBAHUE CaMOCTOATENBHOIO M CNeunanvM3nMpoBaHHOrO pasgena
"MndopmaLrmoHHas 6e3onacHOCTL", B paMKax KOTOPOro NpegycMoTpeTh pasMeLLeHne creayroLlen nHdopmaumm:

Mpunoxexne N 1

NMAMATKA 5 y
Aansa oby4yAloLWmMxcsa oo UHeOPMALIMOHHOU BE3ONMACHOCTU OETEN

HENb34

1. Bcem nogpsg coobuiaTe CBOK YacTHyK MHopMauuio (HacToswme ums, damunuio, TenedoH, agpec,
HOMep LUKOSbI, @ Takke poTorpadmm cBon, CBOEWN CEMbU N APY3EN);

2. OTKpbIBaTb BMOXEHHbIE (balnbl 3NEKTPOHHOW MOYThI, KOrAa He 3Haellb OTnpaBuTens;
3. MpybuTb, NpuanpaTbCs, okasbiBaTh AABMEHNE - BECTU ceOS HEBEXITMBO U arpeCcCUBHO;
4. He pacnopsikancsa geHbramm TBOen cembm 0e3 paspeLleHunst CTapLumx - BCerga cnpaluvBan poantenen;

5. He BcTpevanica ¢ UHTepHeT-3HaKOMbIMW B pearibHOM XWU3HU - MOCOBETYWCH CO B3pPOCIbIM, KOTOPOMY
JoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyTt npaBay. YnTtaews o cebe HenpaBay B NHTepHeTe - coobwm 06 3TOM CBOMM pPOAUTENSIM
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UNun onekyHaw;
2. MpurnawatoT nepenucbiBaThCs, Urpate, 0OMEHMBATLCH - MPOBEPb, HET NN NOABOXA;
3. He3akoHHOe konupoBaHue dhannos B VIHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBai B3pocibiM 0 Npobriemax B CETU - OHW Bcerga nomoryT;

5. Ncnonb3yn HacTponkn 6e30nacHOCTM M NPUBATHOCTU, YTOObI HE MOTEPSATL CBOM aKKayHTbl B COLICETSX U
Apyrux nopranax.

MOXXHO
1. YBaxawn gpyrux nonb3osaTenen;
2. Nonb3yelwbcsa NHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChISIKU, B KOTOPbIX YBEPEH;
4. O6waTtbCs 3a NOMOLLBIO B3POCHbIM - POAUTENM, ONEKYHbl U aAMUHUCTPaLNsi CanToB BCerga nomoryT;

5. MNpongn o6y4veHne Ha cavte "CeTeBUYOK" 1 NOMyyn nacnopT undpoBoro rpaxaaHuHal

Mpunoxexne N 2

NHO®OPMALIMOHHAA NAMATKA
AnA obYYAKOLWNXCA AnA PASMELLEHUA
HA O®ULIMATNIBbHbIX MHTEPHET-PECYPCAX

C kaxablM rogomM MOMOAEXN B UHTEPHETE CTaHOBUTLCH Bomblue, a LIKONbHUKA OOHU U3 CaMbIX aKTUBHbIX
nonb3oBatenen PyHeta. Mexgy Tem, NOMMMO OFPOMHOIO KONMUYecTBa BO3MOXHOCTEW, WHTEPHET HeceT W
npobnemsbl. OTa NamATKa AomKHa NoMoYb Tebe 6e3onacHO HaXOAUTbLCHA B CETU.

KomnbroTepHbie BUPYCbI

KomnbloTepHbIA BUPYC - 3TO Pa3HOBUOHOCTb KOMMBLIOTEPHBLIX NPOrpaMm, OTNUYMTENBHOM OCOBEHHOCTLIO
KOTOPON SBNSIETCA CMNOCOOHOCTb K Pa3MHOXeHW. B gononHeHue kK 3TOMy, BMpYChbl MOMyT MOBPEAUTb WU
MOJIHOCTLI YHUYTOXUTb BCE (paiinbl U AaHHbIe, MOAKOHTPOMbHbIE MOMb30BATENo, OT MMEHM KOoToporo Obina
3anyLleHa 3apaxeHHas nporpamMmMa, a Takke NoBpeanTb WU AaXe YHUUTOXWUTL OnepauroHHY CUCTEMY CO BCEMMU
dannamu B uenom. B 6onblUMHCTBE Cny4aeB pacnpoCTPaHATCA BUPYChl Yepes UHTEPHET.

MeToabl 3aWwmThl OT BpeaOHOCHbIX nNporpamMmm:

1. MCI'IOJ'Ib3yl7I COBpEMEHHbIE oOnepaunoHHble CUCTEMbI, WUMerLlline Cepbe3HbIl7I ypOBE€Hb 3alnTbl OT
BPEOOHOCHbIX NMporpamMmm;

2. lMocTosHHO ycTaHaBnuBan nayvyT (LMdpPOoBbIE 3annaTky, KOTOpble aBTOMaTU4YeCKn yCTaHaBNMBAaKTCH C
uenobio gopaboTkm nporpammbl) U Apyrme OOHOBNEHUA CBOEW OnepaumoHHON cucTembl. CkauMBal UX TOMBbKO C
othmumansHoro canta paspabotunka OC. Ecnu cyllecTByeT pexumMm aBToMaTtnyeckoro 06HOBMNEHNS, BKIOYM €ro;

3. PaboTait Ha cBoeM KOMMblOTepe Nof NpaBaMu Mosfb3oBaTens, a He agMUHUCTpaTopa. JTO He No3BONUT
GOMbLUMHCTBY BPEAOHOCHLIX MPOrpamMm MHCTaNIMpOBaTbCA Ha TBOEM NEPCOHAsNIbHOM KOMMbIOTEPE;

4. Wcnonb3yi aHTUBMPYCHblE MPOrpaMMHble MPOAYKTbl U3BECTHLIX MPOU3BOAMUTENEN, C aBTOMAaTUYECKUM
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obHoBMNeHneM 6as;
5. OrpaHnyb 13NYecKnin 4OCTYN K KOMMNbIOTEPY OISt MOCTOPOHHUX JULL;

6. Micnonb3yn BHeLWHWE HOCUMTENN UHOPMaLMK, Takne Kak dneLuka, AUCK nnn gann n3 NHTepHeTa, TONbKo
13 NPOBEPEHHLIX NCTOYHUKOB;

7. He oTkpbiBan KOMMNbIOTEPHbIE (painbl, NOMyYeHHble U3 HeHadeXHbIX WCTOYHMKOB. [daxe Te dhannbl,
KOTOpble npucran TBON 3HaKoMbIl. Jly4lle yTOYHM Y HEro, oTnpasnsan nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BuMA nepepaym gaHHbIX, HE TEXHOMNOrMg, a Bcero nuwb OpeHa, mapka. Ewe B 1991 roagy
Huaepnangckaa KomnaHuus 3apeructpupoBana 6peHg "WECA", yto o6GosHavano crnoBocouveTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcs Kak "6ecnpoBofgHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpesuaTtypa, KoTopasi ABMSIETCS TakOM e TexHonormen. 3910
abbpesuaTtypa "Wi-Fi". Takoe Ha3BaHWe GbINO 4aHO C HAMEKOM Ha CTaHOapT BbICLLEN 3BYKOBOM TexHUKkU Hi-Fi, yto
B NepeBoe 03HavaeT "BblCOKast TOMHOCTbL".

[a, GecnnaTtHbIn MHTEPHET-A4OCTYN B Kade, OTenax M aspornoptax SABMASETCS OTMMYHOW BO3MOXHOCTLHO
BbIXx04a B MHTEpHeT. Ho MHorne akcnepThbl cunTatoT, 4To obienoctynHele Wi-Fi ceTu He aBnatoTca 6e3onacHbIMU.

CogeTbl No 6e3onacHocTn paboTbl B 00WwenocTynHbIx ceTsx Wi-fi:

1. He nepepaBan cBO nu4yHyto MHopmaumo depesd obuwenoctynHble Wi-Fi cetn. PaGoTtaa B Hux,
XenartenbHO He BBOOUTb Naposii AOCTyna, JIOrNHbl U Kakne-To HoMepa;

2. Vcnonb3yit 1 06HOBNAN aHTUBUPYCHbIE NporpaMMbl U BpaHamayep. Tem cambiM Tbl 06e3onacuilb cebs oT
3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ncnonesosannm Wi-Fi oTkntoum doyHkumio "O6wmin goctyn K dbarnam un npuHtepam”. [JaHHas dyHKUmna
3aKpbiTa MO yMOIT4aHWIO, OOHAKO HEKOTOpble MOoJfib30oBaTeENIM akTUBUPYHOT ee AOnd y,D,O6CTBa MCMNOoNb30BaHNA B
paboTe nnu yyebe;

4. He ncnone3yn nyonuudbin WI-FI ons nepegaym nu4HbIX AaHHbIX, HAanpumep Anst Bbixoga B coumarnbHble
CEeTU UNN B 3MEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKo 3alumuweHHoe coeguHeHue dYepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mMobunbHom TenedpoHe oTtkntoun cdyHkumo "MNoaknioveHne k Wi-Fi aBTomatuueckn". He ponyckaw
aBTOMaTU4ECKOro noakmnoyeHuns ycrponcrtea k cetam Wi-Fi 6e3 1Boero cornacus.

CouuanbHble ceTn

COLI,I/IaJ'IbeIe CeTN aKTMBHO BXOOAT B Hally XXW3Hb, MHOInMe noau pa60Ta+0T N XMUBYT TaM NOCTOAHHO, a B
Facebook yxe 3aperMctpupoBaH MUNNMapzg YenoBeK, YTO SIBNSIETCA O4HOM CEeObMOW BCEX XWUTENen NraHeThbl.
MHorve nonb3oBaTeNM He MOHMMAIOT, YTO UHGOPMaUWs, pasMeLLeHHas MU B CoLMalbHbIX CETSX, MOXET ObITb
HalgeHa 1 ucnonb3oBaHa kem yrogHo, B TOM Yncne He ob6sa3aTenbHoO ¢ 6naruMm HamepeHUsiMu.

OcHoBHbIe coBeTbl Mo 6€30MacHOCTU B coLmarnbHbIX CETAX:
1. OrpaHunydb cnncok gpysen. Y 1ebsi B opy3bsax HE AOIMKHO ObITh CryYanHbIX U HE3HAKOMbIX JTHOAEMN;

2. 3awumwiar CBOK YacTHYIO U3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, Aaty TBOEro poXaeHus n
OPYryo NUYHY0 MHOpMaLUIo. 3royMbILLNIEHHUKA MOTYT MCNONb30BaTh Aaxe MHGPOPMAaLMIO O TOM, KakK Tbl 1 TBOU
poauTenu nnaHupyeTe NPOBECTU KaHUKYIbI;

KOHCyn bTaHTlntoc www.consultant.ru Crtpanuua 6 us 15

HajeXHas npaBoBasi noaaepxka


http://www.consultant.ru/
http://www.consultant.ru/

<Mucemo> MuHob6pHaykn Poccum ot 14.05.2018 N 08-1184
"O HanpasneHun uHdopmauun”
(BMecTe ¢ "MeToanyeckumy pekoMmeHgaumnsiMm o...

HokymeHT npepoctasneH KoHcyneTaHTl ntoc
[aTta coxpaHeHusa: 29.05.2018

3. 3awumwan ceo penyTaumio - AepXun ee B YUCTOTE U 3adasain cebe Bonpoc: xoten 6bl Tbl, YTOBLI Apyrue
nonb3oBaTenu Buaenu, 4To Tol 3arpyxaelusb? lMogymain, npexae Yem YTo-To onybnmkoBaTthb, HaNUcaTb W 3arpy3unThb;

4. Ecnv Tbl roBOpWLLb C NoAbMU, KOTOPbIX HE 3Haellb, He UCMONb3yi CBOE peanbHoe UMS U APYrYo NINYHYHO
MHpOPMALIMK: UMSI, MECTO KUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmelleHns cotorpacdun B UHTepHeTe, rae Tbl u3obpadkeH Ha MECTHOCTU, MO KOTOPOWN MOXHO
onpeaenqTb TBOE MECTOMNONOXEHNE;

6. Npwn pernctpaumm B coumanbHON CETU HEOOXOAMMO MCMONb30BaThb COXHbBIE NApOnu, CoCTosALWME U3 OykB
N uMdp M C KONNMYECTBOM 3HAKOB HE MeHee 8;

7. Ina coumnanbHOM CeTn, NOYThl N OPYrMX CaluTOB HEOOXOAMMO MCMONb30BaTh pasHble naponu. Toraa ecnm
Tebs B3NOMatoT, TO 3M0YMbILLNIEHHWUKX NOyYaT AOCTYN TOMbLKO K OAHOMY MECTY, a He BO BCE cpaasy.

OnNeKTPOHHbIe JeHbIn

ONEeKTPOHHbIE AEHbIM - 3TO OYeHb YAOOHbIA cnocob nraTexen, OAHAKO CYLECTBYHOT MOLUEHHUKU, KOTOpble
XOTAT MOSYYUTb 3TN AEHbIU.

3J'IeKTpOHHbIe OeHbrnm noABMUIMCb coBCeM HeaaBHO U MUMEHHO M3-3a 3TOro BO MHOIMX rocygapcrtBax ao Cux
nop He NponnucaHo NpPo HMX B 3aKOHaX.

B Poccun xe oHM pyHKLUMOHUPYIOT U O HUX YXKe NPOMNMCaHO B 3aKOHe, Fae WX pasfensitoT Ha HEeCcKoNbKo
BUOOB - aHOHMMHbIE WU HE aHOHWMHble. PasHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcs
npoBoAUTL onepauun 6e3 MaeHTUdUKaUMM Nonb3oBaTens, a B HeaHOHUMHbIX UAeHTUdMKaUMA Monb3oBaTtens
ABnsieTca obazaTensHON.

Takke cnegyeT pasnuuyaTb 93NEKTPOHHble uaTHble OeHbr (paBHbl FOCYAApPCTBEHHbIM BanioTam) U
3NEKTPOHHbIE HemaTHble AeHbrM (HE paBHbI rOCYAapCTBEHHLIM BanoTam).

OcHoBHbIe coBeThbl No 6e3onacHom pa60Te C 3NNIEKTPOHHbIMU OEHbramMu:

1. MNpuBsXM K cHeTy MOBUIBHBIN TeneoH. 3TO camMbit yAOOHBIN 1 BLICTPLIV CNOCO6 BOCCTAHOBUTL AOCTYN K
cyety. [MpuBasaHHbIN TenedoH NMOMOXET, ecnu 3abygellb CBOW MAaTeXHbIM Naponb UNW 3anjellb Ha cawT C
HEe3HaKoMOro yCTpOWCTBa;

2. Vcnonb3yit oaHopasoBble naponu. [ocne nepexoda Ha yCuIeHHyo aBTopusauuio Tebe yxe He Oyget
yrpoXaTb OMACHOCTb Kpakv Ui nepexeara niaTexHoro napors;

3. Bbibepu cnoxHbin naponb. pectynHukam ©GydeT He MpOCTO yragatb CrOXHbIM naponb. HagexHble
naponu - 3To Naponu, KOTopble coaepat He MeHee 8 3HaKOB 1 BKIOYaloT B cebsi CTPOYHbIE 1 NPONUCHbIE OYKBbI,
UMpbl U HECKONBbKO CMMBOMOB, TakMe Kak 3Hak gonnapa, yHTa, BocKnvuaTenbHbIM 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW JNIMYHbIE AaHHbIE HA calTax, KOTOPbIM HE AOBEPSELLb.
OneKTpoHHasA noyTa

OneKkTpoHHasa noyta - 3TO TEXHONOMMA W MpefoCTaBnsieMble €K YCrnyrn no nepechbisike U MnonyyYeHuto
3NEKTPOHHbIX COOBLLEHN, KOTOpbIE pacnpenenaiTcs B KoMNbloTeEpHON ceTu. OBbIMHO SMEKTPOHHbIA NOYTOBbIN
AWKWK BbIFNAANT criegyowmMm obpasoM: MMA_Monb3oBatens@ums_aomMeHa. Takke Kpome nepegayn npocToro
TeKCTa, UMeeTCs BO3MOXHOCTb Nepefasath anrbl.

OcHoBHble coBeTbl N0 GesonacHo paboTe ¢ 3MEeKTPOHHON MOYTOM:

1. Hapgo BbIGpaTb npaBunbHbIM NOYTOBLIM cepBUC. B MHTepHeTe ecTb OrpoMHbIN BbiBop GecnnaTHbIX
MOYTOBbLIX CEPBMCOB, OOHAKO fyylle A0BEPATb TEM, KOTO 3HaELLb M KTO NepBblN B PENTUHTE;
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2. He ykasbBa B MMYHOMW nNOYTE NUYHYO UMHMoOpmauuo. Hanpumep, nydwe  BbIGpaTh
"My3blkanbHbIN_aHat@" nnm "pok2013" BmecTto "temal3";

3. Vcnonb3yit AByxaTanHyo aBTopm3aumio. ATo Korga NoMMMO Napons HYXHO BBOAWUTbL KOA, MPUCHINaeMbli
no SMS;

4. Boibepy cnoxHbIn naposnb. s Kaxaoro noYToBOro Auimka OMmKeH ObiTb CBOM HaAEeXHbIA, YCTONYMBBIN K
B3MOMY Napornb;

5. Ecnn eCcTb BO3MOXHOCTb HanucaTb camMomy CBOW NUYHbIN BOMpOC, VICﬂOJ'Ib3yl7I 3TY BOSMOXHOCTb;

6. Micnonb3yi HECKOMbKO MOYTOBbLIX ALWMKOB. MepBbin ANA YaCTHOW Nepenucku ¢ agpecatamm, KOTOPbIM Thbl
AoBepsellb. JTO ANEKTPOHHLIN aapec He Hago NCMNOMb30BaTb NPU perncTpaunm Ha hopymax u canTtax;

7. He oTkpbiBan hainbl n apyrue BAOXEHUS B NUCbMax, Aaxe eCcrnn OHW NPULLNM OT TBouX Apy3en. Jlyywe
YTOYHM Y HUX, OTNPABIANM N OHKM Tebe 3T dannel;

8. Nocne okoH4YaHusa paboTbl Ha MOYTOBOM CEPBUCE NEpPes 3aKpbITUEM BKIAAKN C CAaNTOM He 3abyab HaxaTb
Ha "BbInTi".

Knb6epOynnuHr unu BuptyanbHoe usgeBaTtenibCTBO

KnGepObynnuHr - npecrnenoBaHne COOBLLEHUAMW, COAepXallyuMM OCKOpOIeHusl, arpeccuio, 3anyrupaHue;
XYNUraHCTBO; coumanbHoe GoMKOTUPOBaHNE C MOMOLLIbIO Pa3fiMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeThbl No 6opbbe ¢ kMbepOynnNMHrom:

1. He 6pocavica B 60oi. Jlyywmii cnocob: nocoBeToBaTbCs Kak cebs BECTU U, ECNIN HET TOrO, K KOMY MOXHO
obpaTnTbCs, TO BHavane ycrnokouTbesi. Ecnu Tbl Ha4HewWwb oTBeYaTb OCKOPONeHnsMMN Ha ockopbneHus, TO TONbKO
eulle 6onblue pasoxoKellb KOHMIWKT;

2. YnpaBensan cBoen knbeppenyTtauunen;
3. AHOHUMHOCTb B CeTM MHUMasi. CyLLIeCTBYIOT CNOCODbI BbISICHUTL, KTO CTOUT 3@ aHOHUMHbLIM akkayHTOM;

4. He cTonT BECTM XynuUraHckuin obpas BUPTyanbHOW XWU3HWU. VIHTEpHET chuKcupyeT BCe TBOWM OEWNCTBUA U
COXpaHseT ux. YganuTb ux 6ygeT kpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBoK BUPTYarbHYH YeCTb CMOSOAY;

6. WrHopupyin eouHuYHbIn HeratwuB. OOHOpa3oBble OCKOPOUTENbHLIE COOBLLEHWUS NyYlle WUrHOPUPOBATb.
O6bI4HO arpeccus npekpallaeTcsi Ha HavanbHOW CcTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOOLLUEHMAMM, B cCoOLManbHbIX CETSAX €eCTb
BO3MOXHOCTb BIOKMPOBKM OTMNPaBKM COOBLLEHNI C ONpeAeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb kKnbepbynnuHra. TBou AeicTBMSA: BbICTYNUTL NPOTVB NpecrnefoBaTtens, nokasatb emy,
YTO €ero AeNCTBUSA OLIEHMBAIOTCS HEraTMBHO, MOAAEPXKaTb XEePTBY, KOTOPOM HyXHa MCUXororMyeckasi nomolp,
COOOLMTL B3pOCTIbIM O (haKTe arpecCUBHOIO NMOBEAEHNS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapT(OHbI 1 NNaHLWeETbLl cogepxaTt B cebe BNonHe B3pOCnbI (PyHKLUMOHArM, U Tenepb OHU
MOrYT KOHKYpUpoBaTb CO CTauMOHapHbIMK KoMMbloTepamu. OgHako, cpeacTB 3awuTbl Ans No40OHbIX YCTPONCTB
noka o4YeHb mMano. TecTupoBaHue M MOUCK YI3BUMOCTEN B HUX MPOUCXOOMUT HE Tak MHTEHCUBHO, kak ans MK, 1o xe
camoe KacaeTcs U MOBUNbHbLIX NPUNOXEHWNIA.

CoBpeMeHHble MOGWUbHble Opay3epbl yKe MpakTUYecKu [OrHanu HacToflbHble aHarory, oAgHako
paclumpeHne hyHKLMOHana BreyeT 3a co601M GOSbLUYI0 CITOXKHOCTb Y MEHbLLYHO 3aLUMULLEHHOCTb.
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[aneko He Bce npousBoauTENW BbiNycKaloT OBHOBMEHWSs, 3akpbiBaloLME KPUTUYECKME YA3BUMOCTWU Ans
CBOWX YCTPOWCTB.

OcHoBHbIe coBeThbl Ansi 6e€30NacHOCTU MOBUITLHOrO TeJ'IerOHaZ

Huyero He gBnseTca no-Hactoswemy OecnnatHeiM. Byab ocTopoXeH, Beab koraa Tebe npepnaratoT
GecnnaTtHbIf KOHTEHT, B HEM MOTYT ObITb CKpPbITbl KaKME-TO NMaTHble YCNyru;

Oymaii, npexae vyem otnpaBuTe SMS, doTo nnm BMaego. Tbl TOYHO 3HaElb, rae OHWM OyayT B KOHEYHOM
ntore?

Heobxogumo 06HOBNSATL ONepaLnoHHY0 CUCTEMY TBOEro CMapTdOHa;
Wcnonb3yit aHTUBMPYCHbIE NPOrpamMmmbl Ans MOBUbHbIX TeNedoHOB;

He 3arpyxaii npunoXeHuWs OT HEW3BECTHOrO WCTOYHWMKA, BeAb OHW MOTyT codepXaTb BpegoHOCHOe
nporpamMmmHoe obecneyeHue;

lMocne Toro Kak Tbl BbIRQELb C CalTa, FAe BBOOUI NIMYHYIO MHGOPMaLMIO, 3ai4M B HAacTpoviku Bpaysepa 1
yaanu cookies;

Meprognyeckn NpoBepsi, Kakne nNnaTHble YCNyrn akTMBUPOBaHbI HA TBOEM HOMEPE;
[aBaii cBo HoMep MOBUMBHOrO TenedoHa TOMNbKO NIDASIM, KOTOPbIX Thl 3HaELLUb U KOMY AOBeEpsieLUb;

Bluetooth gomkeH GbITb BbIKITHOYEH, KOrga Thl UM He norb3yellbesi. He 3abbiBan nHorga npoBepsiTb 3T0.
Online urpsbi

CoBpeMeHHbIE OHMAaMH-UIPbl - 3TO KpacouHble, 3axBaTblBalowMe pasBredeHusl, obbeauHsIoWMne COTHU
TbICSAY YerioBek Mo BCeMy Mupy. Mrpoku mccnegyloT AaHHbIM UM Mup, oblialoTcs Apyr ¢ ApYrom, BbIMOMHSOT
3aaHunsi, cpaXatoTcsl C MOHCTpPaMu M Nosy4atoT OnbIT. 3a Y40BOMLCTBUE OHW MIATAT: NOKyNnatT AUCK, OnfavyMBaioT
aboHeMeHT unu npnobpeTaroT Kakne-To OMnuum.

Bce aTM cpeactBa uayT Ha nogdepXkaHue W pasBUTME WIPbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYHOTCS CMCTEMbl aBTOPM3aLUM, BbIMyCKalTCsl HOBble NaTyu (LMdpPOBbLIE 3annaTku Ans Nporpamm),
3aKpbIBAOTCS YSI3BUMOCTY CEPBEPOB.

B nogobHbIx nrpax CTouT onacatbCA He CTOJSIbKO CBOWUX COMEPHUKOB, CKOJIbKO KpaXXun TBOEro napond, Ha
KOTOpPOM OCHOBaHa cuMctema aBTopun3auunn OonblUMHCTBA urp.

OcHoBHble coBeThbl N0 6e30nacHOCTM TBOENO MrpoBOro akkayHTa:

1. Ecnu gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HenpusITHOCTW, 3abnoKMpyW ero B Cnucke
UrPOKOB;

2. I'I0>Kany|7|cs| agMUHUCTpaTopamM Wurpbl Ha nyoxoe noBedeHne 3TOro Urpoka, xenaTtesibHO NPUIIoXUTb
Kakne-To AoKa3aTesibCTBa B BUae CKPUHOB,

3. He ykasbiBan nuyHyto nHdopmaumio B npocpanne urpbl;
4. YBaxan opyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBam HeomumanbHble Natym n Moapl;

6. Micnonb3yi cnoxHble 1 pasHble naponu;

7. Naxe BO BpeMsi Wrpbl He CTOMUT OTKMOYaTb aHTMBUPYC. [MoKa Tbl Mrpaellb, TBOW KOMMbLIOTEP MOMYT
3apasuTb.
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PUuwnHr nnun KpaXa NINYHbIX AaHHbIX

OObIYHON Kpakel [OeHer W [OOKYMEHTOB CErodHsl YXe HUKOro He YAMBUWb, HO C pasBUTUEM
WHTEPHET-TEXHONOINIA 3MOYMbILLNIEHHUKMA NEePeMECTUNNCL B MHTEPHET, M MPOAOoSIKaloT 3aHMMaTbes "Mobumbim”
Oernom.

Tak nosiBunacb HoBas yrposa: MHTEPHET-MOLLUEHHUYECTBA U OULLIMHT, FNaBHas Lenb KOTOPOro COCTOUT B
nonyyeHnn KoHUAeHUManbHbIX aHHbIX NOMb3oBaTeNen - NorMHOB M naponen. Ha adHrnuiickom sasbike phishing
ynTaeTcs kak dmwwmHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLNHIOM:

1. Cnegm 3a cBOMM akkayHToM. Ecniv Tl nogo3peBaellb, YTO TBOS aHKeTa Obina B3nomaHa, To Heob6xoaAnmo
3abnokMpoBaTh ee 1 CoooLWNTbL agMUHMUCTPaTopam pecypca 06 3TOM Kak MOXXHO CKOPEE;

2. V|CI'IOJ'Ib3yl7I OGe3onacHble Be6-caiTbl, B TOM 4ucCne, MHTEPHET-MarasamHoB 1N NMOUCKOBbIX CUCTEM;

3. Vicnonb3yn cnoxHble U pasHble naponu. Takmm obpasom, ecnu 1ebs B3NOMAKOT, TO 3M10YMbILLNEHHUKN
nony4art A0CTyn TOSIbKO K OAHOMY TBOEMY NPOdUIo B CETU, @ HE KO BCEM;

4. Ecnn Te6s B3rnoManu, To Heobxoaumo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble fo0aBneHbl y Tebs
B Opy3bsiX, O TOM, 4YTO TeDSA B3noManu M, BO3MOXHO, OT TBOErO MMeHM OyaeT paccbinatbCsl CnaM U CCbINKU Ha
PULLNHIOBbIE CalThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNo4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan hainbl 1 gpyrue BAOXEHUS B NUCbMax, Aaxe ecrnn OHW NpULLM OT TBoux Apy3en. Jlyywe
YTOYHM Y HUX, OTNPABIANN N OHKM Tebe 3T danneol.

LUundpoBas penytauus

LindbpoBas penyTtaums - 370 HeraTMBHas Unmn nNo3nTUBHas MHpopmauums B cetn o Tebe. KomnpomeTupytowas
nHdopmaums, pa3MeLleHHas B MHTEpPHeTe, MOXET cepbe3HbiM 00pa3oM OTPasUTbCH Ha TBOEW pearnbHOW >KU3HW.
"LndpoBas penytaumsa” - 3To TBOW UMUK, KOTOPbIN hopMupyeTcs M3 nHdopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XWUTENbCTBA, yqe6b|, TBOE CbVIHaHCOBOG nonoxeHune, 0cobeHHOCTH Xapaktepa U pacckadbl O
OGrM3KUX - BCE 3TO HaKanJMBaeTCs B CETU.

MHorve NoAPOCTKN JEerkoOMbICIIEHHO OTHOCATCA K ny6n|/1|<au,v||/1 NNYHON I/IHd)OpMaLI,I/II/I B MHTepHeTe, He
NOHUMasi BO3MOXHbIX MNocneacTBui. Thbl Aaxe HE CMOXeLlb AoragaTbCs O TOM, UTO d)OTOFpaq.)I/Iﬂ, pasmMelleHHas 5
neT Ha3apj, ctana I'IpVI‘-IVIHOVI OTKa3a NpPpUHATb Tebs Ha pa60Ty.

KoMmmeHTapuu, pasmelleHne TBoux dpoTorpadoun n gpyrme JeNCTBMUS MOryT HE MCYE3HYTb Aaxke nocre Toro,
KaK Tbl X yganuulb. Tbl He 3Haellb, KTO COXpaHwun 3Ty I/IHCbOpMaLI,I/IIO, nonana Jin OHa B MNMOUCKOBbIE CUCTEMbI U
CcoxpaHunach nn oHa, a rnaBHoe: YTO NnoaymatoT o Tebe oKpyKatowme noau, KoTopble HanayT 1 yBMAAT 3T0. Haritu
MHpOPMaLMIO MHOIO fET CNyCTS CMOXET fobon - Kak M3 4oOpbIX NOGYXAEHWU, Tak U C HAMEPEHUEM NPUYMHUTD
BpeA. ITO MOXET ObITb KTO YroAHO.

OcHOoBHbIe COBETbI MO 3awmTe LMPOBON penyTaunm:
1. MNogyman, npexae Yyem 4YTo-To Ny6nMKoBaThb M Nepenasath y cebsi B 6riore unu B counanbHOM CETH;

2. B HacTponkax npoduns yCTaHOBM OrpaHWyeHuMst Ha NpPOCMOTP TBOEro nNpodunsd u ero cogepXunmoro,
caenan ero Tonbko "ans apysen”;

3. He pa3mellaii 1 He ykasbiBall MHOpMaLMIO, KOTOpasi MOXET KOro-NIMGo OCKOpGNsTh UK 06UXaTb.
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ABTOpCKOEe npaBso

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJib30BaTesn Ll,VI(prBOI'O npocCTpaHCTBa. OpHako paneko He Bce
3HaKWwT, 4YTO nNOJfib3o0BaHMe MHOIMMU BO3MOXHOCTAMU LI,VI(prBOI'O Mupa Tpe6yeT cobntogenns npaB Ha
MHTENNEeKTyaribHyto COBCTBEHHOCTD.

TepMuH "MHTennekTyanbHass COOCTBEHHOCTb" OTHOCUTCS K Pa3fnyHbiM TBOPEHUSAM 4YerioBeYEecKOoro yma,
Ha4yMHas C HOBbIX U306peTeHMn u 3HakoB, 0603HaYalWmMX COBCTBEHHOCTb Ha NPOAYKTLI U YCIyru, 1 3akaH4ynBas
KHUramm, dotorpaumamm, KMHOOUNbEMaMu U My3blKanbHLIMW MPON3BESEHUSAMMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyanbHy0 COOCTBEHHOCTb Ha MPOU3BEAEHNSA HAayKW, NUTepaTyphbl
N NcKkyccTBa. ABTOPCKME MpaBa BbICTYNalT B KAYeCTBE rapaHTUM TOro, YTO MHTENNEeKTyanbHbIA/TBOPYECKUN Tpy4
aBTopa He OygeT HampacHbIM, 4acT eMy CripaBenvBble BO3MOXHOCTU 3apaboTaTtb Ha pesynbTatax CBOEro TpyAaa,
nonyyYnTb W3BECTHOCTb W npu3HaHue. HukTo 6€e3 paspelleHMs aBToOpa HE MOXEeT BOCMPOM3BOAUTbL €ro
npousBeneHne, pacnpocTpaHaTb, NyOonMYyHO OeMOHCTpMpOoBaTh, NpodaBaTb, MMMNOPTMPOBATL, MyckaTb B MpOKaT,
NyGrIMYHO NCMNOMHATL, MOKa3bIBaTb/MCNONHATL B 3dmpe unu pasmewlats B IHTepHeTe.

VMcnonb3oBaHue "I'Il/lpaTCKOI'O" nporpaMmMHoOro obecneyeHnss MoxeT npunBecTn K MHOr’MM puUCKaMm: OT MNMOoTeEPU
OaHHbIX K TBOMM akKkayHTaM OO0 6J'IOKI/IpOBKI/I TBOEro YCTpOIZCTBa, rae yCrtaHoBJieHa HeneranbHaa nporpamMmma. He
CTOMWT Takxke 3abbiBaTb, YTO CyLleCTBYHOT JieraribHble 1 becnnartHble nporpamMmbl, KOTOpPblIE MOXHO HanTU B CETMW.

O noprtane

CeTeBMYOK.pch - TBOW IMaBHbIi COBETYMK B CeTU. 3[4ecb Tbl MOXELWb Yy3HaTb O Ge3onacHocTU B ceTu
MOHATHBIM U OOCTYMHBIM SI3bIKOM, a NMPU BO3HUKHOBEHUWN KPUTUYECKON CUTYaUMmn oBpaTUTbCs 3a COBETOM. A Takke
NPUHSATL y4acTMe B KOHKYpCax U cTaTb cambIM LMEPOBbLIM rpaxaaHuHoM!

MpunoxeHne N 3
NAMATKA NS POOUTENEN OB UH®OPMALIMOHHON BE30MNACHOCTU AETEN

OnpepneneHne TepMuHa "MHGOpMaLMoHHasa 6e3onacHocTb aeten" cogepxuTtcs B PegepanbHom 3akoHe N
436-93 "O szawmre geten oT MHPOPMaUMK, NPUYUUHSIOWEN Bped WX 340POBbI0 U PasBUTUIO", perynupyomum
OTHOLLEHMS1, CBSI3aHHbIE C 3alMTon AeTel OT MHpopMaLun, NPUYNHSAIOLWEN Bped UX 340POBbLI0 U (MNK) pasBUTHIO.
CornacHo gaHHOMY 3akoHy "WMHMopmauuoHHasi 6e3onacHOCTb AeTen" - 3TO COCTOSIHME 3alUMLLEHHOCTU, Npu
KOTOPOM OTCYTCTBYET PUCK, CBA3aHHLIN C NPUYNHEHNEM NHAOPMaLMEn Bpeaa ux 300poBbio U (Mnn) dnsnyeckomy,
NCUXNYECKOMY, AYXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 uHdopmaumein, npuUmMHSAIIOLWLEN Bpes 300pOBb0 U (MNnN) pasBUTUIO
aeTten, aBnseTcs:

1. HOopMaLus, 3anpeLleHHast 4nsl pacnpoCTpaHeHnsa cpean aeTen;

2. wnHopmauus, pacnpocTpaHeHUe KOTOPOW OrpaHUYeHoO cpeau aeter onpefeneHHbIX BO3pPacCTHbIX
KaTeropumn.

3. K nHdbopmauuu, 3anpeLleHHon ansa pacnpocTpaHeHus cpeamn eTen, OTHOCUTCS:

4. nHdpopMaums, nobyxaawowas Oeteil K CoBepLUeHU0 OAeUCTBUI, NPeACcTaBnAlLWMX Yrpo3y WX XUSHU U
(Mnn) 300pOBbIO, B T.4. NPUYMHEHUIO Bpeda CBOeMy 340PO0Bbl0, CaMOyGUIACTBY;

5. cnocobHOCTb BbI3BATb Yy AETEN XenaHue ynoTpebuTb HapKOTMYECKMEe CpeacTBa, MCUXOTPOMHbIE U (1K)
ogypmaHuBalLmne BellecTBa, TabayHble W34ENnusi, ankoronbHYK W CNMPTOCOAEPKALLY NPOAYKUMIO, MUBO M
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HaMNUTKn, n3rotaBiiMBaemMblie Ha €ro OCHOBE; MNPUHATb y4YacCTue B a3apTHbIX Urpax, 3aHUMaTbCA ﬂpOCTMTyLI,MeIZ,
6pO,U,F|)KHVI‘-IeCTBOM nnn HOﬂpOLuaVIHMHeCTBOM;

6. obocHoBbIBatoLlass WNn onpaedbiBawwad AOonyCTUMOCTb Hacuima wu (VIJ'IVI) XecTokocTn nmbo
r|06y>+<,u,a}ou.|,aﬂ OCYLLECTBIIATb HACUJIbCTBEHHbIE OENCTBMS NO OTHOLUEHUIO K NI0AAM U XUBOTHbIM;

7. oTpuuaroLwasa ceMerHble LEHHOCTU 1 hOpMUPYIOLLAs HEYBaXKEHWE K poauTensmM 1 (Mnuv) Apyrum YneHam
ceMby;

8. onpaeakiBatoLlasi NPOTUBONPAaBHOE NOBEAEHNE;
9. cogepxawasi HeLleH3ypHyto BpaHb;
10. cogepxallasa nHdopmMaLnio NopHorpadnyeckoro Xxapakrepa.

K uHdopmauumn, pacnpocTpaHeHMe KOTOPOM OrpaHn4yeHO cpeau AeTen onpeferneHHoro Bo3pacTa,
OTHOCUTCS:

1. I/IH(bOpMaU,I/IFl, npencraendaemMas B sunae M306pa)KeHVIF| nnn onncaHmaA XeCtokKoCTH, d)VISVI‘-IeCKOFO n (VIJ'WI)
NCUXMNHECKOIro Hacunua, npecrtynneHna nnn NHoro aHTNOOLLIECTBEHHOIO AENCTBUS;

2. BbI3blBaOWAa y AeTen cTpax, yKaCc Unu naHwky, B T.4. NpeacTtaensemas B Buae u3obpaxeHus unu
ONnncCaHNs B YHWXalolen 4ernoseveckoe [AOCTOMHCTBO (POpPME HEHaCWUNbCTBEHHOW CcMmepTH, 3abonesaHus,
camoybuiicTBa, HeCc4HacTHOro cryyas, aBapumu unu katactpodbl 1 (UNKN) X NOCNEACTBUN;

3. npenctaBnseMas B BuAe W300paXeHUs UMW OMUCAHWUST MOJIOBbLIX OTHOLUEHUA MeXZy MYXYMHON W
>KEHLLUMHOW;

4. copepxallas 6paHHbIe CIIoBa U BblpaXKeHWsl, He OTHOCSALLMUECS K HELLeH3YPHOI BpaHu.

C y4eTOM 3TOro Bam npegnaralTca npasuna pa60TbI B CeTun MHTepHeT ana pasfindHbliX BO3PaCTHbIX
KaTeFOpl/IIZ, cobniogeHne KOTOpPbIX MO3BOJINT obecneuntb VIH(bOpMaLI,VIOHHle ©e30nacHOCTb BalUMX OeTEN.

O6wue npaBuna ans pogutenemn

1. HesaBuncumo oT Bo3pacTta pebeHka ncnonb3ynte nporpammHoe obecnedeHune, nomorarwliee unbTpoBaTb
N KOHTPONMPOBATb MHPOPMALINIO, HO HE MoJlarakTech MOMHOCTLIO Ha Hero. Bawle BHMMaHMe K pebeHKy - rMaBHbIN
MEeTOA 3alUMnThI.

2. Ecnn Baw pebeHok MMeeT akkayHT Ha OOHOM M3 couumanbHbix cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u 1.n.), BHUMaTENbLHO M3yuYnTe, Kakyto MHAPOPMALMIO NMOMELLAIOT ero y4aCcTHUKN B CBOUX NPOdomnsax u
6norax, Bkniovas otorpadun n BUAEO.

3. lNpoBepbTe, C KakMMKM APYrMMU carWTaMu CBsi3aH couumarnbHbli cepBuc Bawero pebeHka. CTpaHuukm
Bawero pebeHka MoryT 6bITb 6€30nacHbIMKU, HO MOTYT U COAEPXaTb CChINTKU Ha HeXenaTesbHblE M ONacHble CanTbl
(HanpvmMep, NOpPHOCANT, UNN CanT, HA KOTOPOM APYr YNOMUHAET HOMep CcOoToBoro TenedoHa Bawero pebeHka nnu
Baw pomaluHum agpec)

4. Moowpsiite Bawux geteit coobwate 060 BCceM CTpaHHOM WNW OTTasKUBAlOWEM U He CIMLLKOM OCTPO
pearvpyiTe, Korga oHM 3T0 AenatoT (U3-3a onaceHus NoTepsTb A4OCTYN K MIHTEpHETY AeTU He roBOPAT poauTensiM
0 npoGnemMax, a Takke MOryT HayaTb UCMOSb30BaTb VIHTepHET BHE AOMa U LLKOIbI).

5. byabTe B Kypce ceTeBon xuM3HN Bawero pebeHka. VIHTepecynTech, KTo Ux Apy3bsi B IHTEPHET Tak e, Kak
MHTEepecyeTecChb pearnbHbIMU APY3bAMU.

BospacT ot 7 po 8 net

B MHTepHeTe peGEHOK CTapaeTtca NnoceTnTb Te€ U UHble CanTbl, @ BO3MOXHO M 4aThl, pa3pelueHne Ha
noceweHne KOTOpbIX OH HEe MNoJy4un Obl OT pO,L'J,I/ITGJ'IGI?]. I'IoaTomy poonTenam 0COBEHHO MNONe3Hbl 6Yﬂ,YT TE
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OTYeThbl, KOTOpble MPEedoCTaBnNAlTCA MporpamMmamMu Mo  OrpaHuWYeHuo  Ucnonb3oBaHua WMHTepHeTa, T.e.
Poautenbckuii KOHTPOSb UMK TO, YTO Bbl CMOXETE YBMOETb BO BPEMEHHbIX dalinax. B pesynbTaTe, y peGeHka He
OyOeT OLUYLIEeHNs, YTO 3a HMM BeaeTcsl MOCTOSHHbIA KOHTPOSb, OOHaKO, poauTenu GyayT no-npexHemy 3HaTb,
Kakue caiTbl nocelwjaeT ux pebeHok. [eTn B AaHHOM Bo3pacTe 006MnagalT CUMbHbIM YYBCTBOM CEMbM, OHU
[0BEepYMBbl M He COMHeBatloTcs B aBTopuTeTax. OHM MBGAT urpaTb B CETEBbIE Urpbl U MyTELeCcTBOBaTb MO
NHTepHeTY, NCToNb3ysl ANEKTPOHHYIO MOYTY, 3aX0AWUTb Ha CalThbl U YaTbl, He PEKOMEHOOBaHHbIE POAUTENAMMU.

CoBeTbl N0 6e3onacHocTu B ceTn VIHTepHeT anga aeten 7 - 8 net

1. Cos3pganite cnucok AoMallHUX npaBun noceweHus WHTepHeTa npu yydactum geten u Tpebynte ero
BbINOSTHEHUS.

2. TpebywnTte oT Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaxoXaeHUsa 3a KoMnbloTepoMm. [Nokaxnte
pebeHky, 4yTo Bbl Habnogaete 3a HUM He MOTOMy 4YTO Bam 370 xoyeTcs, a notoMy 4To Bbl BecrnokomTech 0 ero
©e3onacHocTU U Bcerga rotoebl eéMy nNnoMoYb.

3. KomnbloTep ¢ nogkntoveHnem K NHTepHeTy OOMmKeH HaxoauTbcsl B obLLer koMHaTe nog npucMoTpoM
poauTenen.

4. V|CI'IOJ'Ib3yl7ITe cneuynanbHble OeTCKMe NnomnckoBblie MallUHbI.

5. |/|CI'IOJ'Ib3yIZTe cpeacTtea 6J'IOKI/IpOBaHMF| HeXenaTeflbHOro KOHTEeHTa KaK OONoJfiHeHne K CTaHOapTHOMY
PODMTeJ‘IbCKOMy KOHTPOIHO.

6. Co3faiTte cemeliHblil 3NEKTPOHHbIN AWUK, YTOObI HEe MO3BONUTL AETAM UMETb CODCTBEHHbIE afpeca.

7. Bnokupyiite gocTyn Kk caWtam ¢ 6ecnnaTtHbiMM MOYTOBLIMM SILLUUMKAMKU C MOMOLLLIO COOTBETCTBYHIOLLENO
nporpaMmHoro obecneyeHus.

8. Mpuyunte geten coBeToBaTbcst ¢ Bamu nepen onyGnvkoBaHMEM KakoW-nNnbo MHopMauun cpeacTesamm
3IEKTPOHHOM MOYTbI, YaTOB, PErMCTPaLMOHHbLIX (OOPM 1 NpodUnen.

9. Hayunte geten He 3arpyxaTtb dainnbl, TporpaMmmMbl UNn My3biky 6€3 BaLlero cornacusi.
10. He paspeluaiTe AeTaAM UCMNONb30BaTh CIy0Obl MTHOBEHHOIO 0OMEHa COOBLLEHMAMN.

11. B "Genbit" cnucok canToB, paspeLUeHHbIX Afsl MOCELLEHUs, BHOCUTE TONbKO CaWlTbl C XOPOLUEWN
penyTaumen.

12. He 3abbiBavniTe 6ecenoBaTtb ¢ JeTbMu 00 UX ApPYy3bsiX B VIHTepHETe, Kak ecnu Obl peyb Lina o Opy3bsx B
peanbHON XU3HW.

13. He genawTe "Taby" n3 BONpOCOB NOJSIOBOW XWU3HW, TaK Kak B IHTepHETe OeTn MOryT Nnerko HaTKHyTbCA Ha
nopHorpaduo nnun cantsel "ans B3pocnbIx".

14. Mpuyunte Bawero pebeHka coobLuaTb BaMm O MOBbLIX Yrpo3ax UNn Tpesorax, cBA3aHHbIX ¢ VIHTepHeToM.
OcTaBaiiTecb CMOKOWHbLIMU W HarloMHUTE AETAM, YTO OHWM B 6e30MacHOCTW, ecrnv camu pacckasanu BaMm O CBOMX
TpeBorax. loxeanuTe 1x U NOCOBETYITe NOAOUTM eLle pas B NOA0GHbIX CriyYasix.

BospacTt getert ot 9 fo 12 net

B pgaHHOM BoO3pacTe AeTu, Kak NpaBuo, yXXe HacnbiwaHbl O TOM, Kakas MHgopMauus CyLlecTBYET B
MHTepHeTe. CoOBEpPLUEHHO HOPMaribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, ychbiwartb. [1py 3TOM HYXHO
NMOMHUTb, YTO OOCTYM K HEeXenaTenbHbIM MaTepuanam MOXHO nerko 3abnokvpoBaTb MNpy MOMOLLM CPeacTs
Poantensckoro KOHTpons.

CoBeTbl No 6be3onacHocTu ansa geten ot 9 o 12 netr

1. Cos3ganTe CNMCOK AOMAaLUHMX npaBun noceweHuss VHTepHeT npu ydactum petern u TpebyinTte ero
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BbINOMTHEHUS.
2. Tpebyiite oT Bawwero pebeHka cobnogeHnst HOpM HaXOXOEHUS 32 KOMMBIOTEPOM.

3. Habniogarite 3a pebeHkom npu paboTe 3a KOMMNbLIOTEPOM, MOKaxuTe emy, 4To Bbl 6ecnokontecb o ero
6e30nacHOCTM 1 Bceraa rotoBbl OKa3aTb €My NMOMOLLb.

4. KomnbloTep ¢ nogkniodeHneM B WHTepHeT OoMmKeH HaxoauTbcsA B oOLLel KOoMHaTe nog MpUCMOTPOM
poavTenen.

5. Wcnonbayiite cpeacrtsa 6rnokupoBaHUs HexenaTernbHOro KOHTEHTa Kak AOMofiIHeHMe K CTaHZapTHOMY
PoantensckoMy KOHTPORIO.

6. He 3abbiBaitTe NpuvHMMaTb HEMOCPEACTBEHHOE y4acTue B XWU3HM pebeHka, 6ecegoBaTtb ¢ AeTbMU 06 UX
Apy3bsiX B MIHTepHeTe.

7. HactauBanTte, 4ToObl AeTK HMKOrAa HE cornallanmncb Ha NYHble BCTPEYM C APY3bsaMM MO VIHTEpHeTY.
8. MNo3BonsanTe geTaM 3axoauTb TOMbKO Ha calTbl U3 "6enoro” cnucka, KoTopbIn co3ganTe BMECTE C HUMM.

9. Mpuyunte geten HUKOr4a He BblgaBaTb JIMHHYKO MHOPMaUMIO CpeacTBaMu 3MEKTPOHHOM MOYThl, YaToB,
CMUCTEM MIHOBEHHOrO 06MeHa CoOoBLLEHNMU, PErMCTPaLMOHHBLIX (hOPM, NNYHBIX NPOUIen n Npyu perncTpaumm Ha
KOHKypcbl B IHTepHeTe.

10. Mpuyuute OeTel He 3arpyxaTb Nporpammbl 6Ge3 Balero paspelueHusi. O6BbACHUTE UM, YTO OHWU MOTYT
CryyaiiHO 3arpysuTb BUPYCbl UMW Apyroe HexenaTenbHoe NporpaMmmHoe obecrieyeHme.

11. Cospante Bawemy pebeHKy orpaHUYEeHHYH YY4ETHYI0 3anuch Ans paboTbl Ha KOMMbIOTEPE.

12. Mpuyumte Bawero pebeHka coobLiaTb Bam O MoObIX yrpo3ax nnm TpeBorax, cBa3aHHbIX ¢ IHTepHeToMm.
HanomHuTe getsm, 4to oHM B 6e30nacHOCTU, ECNN CaMM pacckasany BaM O CBOMX TPEBOrax U OMaceHusix.

13. PacckaxuTe getsim o nopHorpacumn B IHTepHeTe.

14. HactamBaite Ha ToM, 4TOOLI AeTN NpeaoCcTaBNsanyM BaM OOCTYN K CBOEWN 3MNEKTPOHHOW noyTe, 4Tobbl Bbl
ybeaunncb, 4To OHM He obLalTCs C HE3HAKOMLAMM.

15. OBbACHUTE OETAM, YTO Helb3si UCMONb30BaTh CETb ANA XYNWUraHCTBa, PacrnpoCTPaHEHUsI CriNeTeH Unu
yrpos.

BospacTt geten ot 13 go 17 ner

B aTom Bo3pacTe nogpoCTKU aKTMBHO MCMONb3YHOT MOUCKOBbIE MaLLMWHbI, NOMb3YITCH SMEKTPOHHOW MOYTOMN,
cnyx6amy MrHoBeHHOro obmeHa coobLleHMAMN, CkadmBatoT My3blky M unbmbl. Manbymkam B 3TOM Bo3pacTe
Gonblle Mo HpaBy CMeTaTb BCE OrpaHWYeHWsi, OHM >XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTUMHOK "Ans
B3pocnbix". [eBouykn npegnoymtaoT obwiatbcad B 4atax, Mpu 3TOM OHM ropas3go Oonee 4yBCTBUTENbHbI K
cekcyanbHbIM JOMoraTenbcTBam B MIHTepHeTe.

3avacTylo B JaHHOM BO3pacTe POAUTENSIM yXXe BeCbMa CMOXHO KOHTPONMPOBaTb CBOWX AETEW, Tak Kak 00
WHTepHETE OHM yXKe 3HaT 3HauUTEnNbHO Oornblle CBOMX poauTenen. Tem He MeHee, He OTnyckanWTe OeTel B
"cBobogHoe nnaBaHue" no NHTepHeTty. CTapanTech akTMBHO y4acTBoBaTb B 0bLeHumn pebeHka B HTepHeTe.

BaxHO no-npexHemy cTporo cobGniogaTe npaBuna WMHTepHeT-Ge3onacHOCTU - cornalleHve Mexpy
pooutenamu u getbMu. Kpome Toro, HEOGXOAMMO Kak MOXHO Yallle MpocMaTpuBaTb OTYETbl O AeATEeNbHOCTU
neteit B ViHTepHeTe. CnenyeT o6paTWTb BHMMaHMe Ha HEOOXOAMMOCTb COAEPXaHUs POAMTENbCKUX Maponen
(naponei agMUHUCTPaTOPOB) B CTPOroM CEeKpeTe M 06paTUTb BHUMAHWE Ha CTPOroCTb 3TUX Naposieil.

CoBeThl No 6e3onacHocTM B 3ToM Bo3pacTe oT 13 oo 17 net
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1. CosganTte cnuCoK AOMalIHWX npasBun nocelleHus VHTepHeTa npu yyacTum MOAPOCTKOB U Tpebynte
6e3ycrnoBHOro ero BbinonHeHus. O6roeopuTe ¢ pebeHKOM CMMCOK 3anpeLLeHHbIX canToB ("4epHbIn cnMcok"), Yachl
paboTbl B IHTEepHETE, pykoBOACTBO Mo obLeHnto B IHTepHeTe (B TOM Yucre B YaTax).

2. KoMmnbloTep ¢ nogkmnoyeHnem kK cetm IHTepHET AOMKEH HaxoauTbesl B O6OLLIEV KOMHATE.

3. He 3abbiBavite 6ecepoBatb C getbMu 006 MX Apy3bsx B MHTepHeTe, O TOM, YEM OHW 3aHATbl TakuUm
obpasom, 6yaTo peyb uaeT o Apys3bsix B pearnbHOM xu3Hu. CnpalinBante o nogsx, ¢ KOTopbIMKU AeTn obLiatoTes
nocpeacTBoM crnyx6 MrHoOBEHHOro obMeHa coobLLeHnaMU, YTOObI YOeauTbes, YTO 3TU MoAM UM 3HAKOMBI.

4. Vicnonb3ynTe cpeactBa OGMOKMPOBaHWS HeXenaTenbHOro KOHTEHTa Kak OOMOSIHEHWE K CTaHgapTHOMY
PoantensckoMy KOHTPOSIHO.

5. HeobxoaMmo 3HaTb, KakMMuM YaTamu nonb3yrTCA Bawun pgetwn. |_|OOLIJ,pF|l71Te ncnosib3oBaHue
MoepupyemMbixX 4HaToB U HacTauBawTe, YTobbl 4eTK He obLiannch B NnpnBaTHOM peXnme.

6. HactauBaiite Ha TOM, YTOObI 4E€TU HMKOTAA HE BCTPEYarnmch JIMYHO C APY3bsiMU U3 ceTU MIHTepHET.

7. Mpuyunte OeTeil He BblaaBaTb CBOK NUYHYO WHGOPMALMIO CPeACcTBaMU 3MEKTPOHHONM MOYThI, YaToB,
cUCTEM MIHOBEHHOro 0B6MeHa COOBLLEHNAMM, PEMMCTPALIMOHHBIX YOPM, NIMYHBLIX NPOdUNEN 1 NPU perucTpaummn Ha
KOHKYpChl B IHTEpHETE.

8. MpuyunTe OeTel He 3arpyxatb nporpaMmbl 6e3 Bawero paspelweHns. O6bACHATE UM, YTO OHU MOTyT
CryYaiiHo 3arpysuTb BUPYChl NN ApYroe HexenaTenbHoe nporpaMmmHoe obecrieveHme.

9. Mpuyuute Bawero peGeHka coobLlaTb Bam O MoGbIX Yrpo3ax Unn Tpeeorax, CBsi3aHHbIX ¢ VIHTepHeToM.
HanomHute getam, 4To OHM B Ge3omnacHOCTU, eCn camy pacckasanu BaM, O CBOMX Yrpo3ax WIu TpeBorax.
MoxBanuTe 1X 1 NOCOBETYITE NOAOUTM eLle pa3 B NOAOGHbIX Cryyasix.

10. Pacckaxute getam o nopHorpacdumu B WHTepHeTe. lNMomornte mm 3awmtutbes OT crnama. Hayuute
NMOAPOCTKOB He BbidaBaTb B WHTepHeTe CBOEro peanbHOrO 3JMEeKTPOHHOIO agpeca, He OoTBeyaTb Ha
HexenaTenbHble NMCbMa U NCMOMb30BaTh CreLmanbHble NOYTOBbIE (PUNBTPHI.

11. MpuyunTe cebs 3HAKOMUTBLCS C caruTaMm, KOTOPbIE NOCELLAOT NOSPOCTKM.

12. Hayuute geteli yBaxkaTb ApYrvX B MHTEPHETE. Y6EOMUTeCh, YTO OHM 3HAIKOT O TOM, YTO MPaBUIIa XOPOLLEro
noBeAeHVs AeNCTBYIOT Be3ae - Aaxe B BUPTYanbHOM MUpe.

13. OOGbAcHWTE p[peTaMm, 4YTO HM B KOEM Criydae Henb3s wucnonb3oBate CeTb [[ns  XynWraHcTea,
pacnpocTpaHeHus CnreTeH UnNun yrpos Apyrum foasim.

14. O6cyauTte ¢ NoapocTkaMu NPoGreMbl CeTeBbIX asapTHbIX UIP U UX BO3MOXHbIN puck. HanomHuTte, 4to
AeTV He MOTYT UrpaTb B 3T UrPbl COMMACHO 3aKOHY.

MocTosIHHO KOHTPONMpPYWMTE Mcnonb3oBaHue VHTepHeTa Bawwmm pebeHkom! 310 He HapyLleHue ero JIM4YHOro
NPOCTPaHCTBa, a Mepa NPeaoCTOPOXHOCTU 1 NposiBNeHne Bawen poantensckon oTBETCTBEHHOCTU 1 3a60Thl.
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